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Keying in on 4 Fundamental Business 
Principles That Can Be Better Achieved 
With Security Orchestration, Automation 
and Response

Relationships aren’t easy. If they were, the music industry 
would be in big trouble – or at least look radically different – 
because virtually every song we timelessly adore may have 
never existed. Without love lost, our favorite playlists would 
be nothing more than a cacophony of lyrics about effortless 
courtships, and honestly who would want to listen to that?

When the speakers are turned down, of course, we prefer 
things to go much more smoothly than heartbreak and 
loneliness. From romantic pursuits to interactions at 
the coffee shop to encounters with our favorite brands, 
relationships make the world go round – and when they run 
like a well-oiled machine, nothing feels better. 

But trouble, as music has taught us, seems never far away.

Just ask managed security services providers, long plagued 
by frustrating relationships with clients. As cybersecurity 
luminary Anton Chuvakin, who long studied the MSSP space in 
his former role as a Gartner analyst, joked in a recent tweet, 
the only acceptable options for whether a customer “likes” 
their MSSP seems to be “hell no, no, not really, nope or I guess 
we are OK.” 

Still, these rocky relationships have done little to curb the 
appeal of MSSPs, which have the potential to deliver huge 
value to skills-strapped, budget-constrained businesses that 
would prefer to delegate some, most or all of their security 
needs to a provider that specializes in defense and incident 
response. 

And the allure of outsourced security has only accelerated 
during the pandemic, which has manifested an expanded 
attack surface largely due to a sudden surge in remote work 
and rapid cloud computing uptake. In fact, some 70 percent 
of organizations plan to outsource security to an MSSP or 
an MSP during the next 12 months, according to a recent 
Kaspersky Global Corporate IT Security Risks Survey.

This increasing demand, however, does not guarantee riches. 
A crowded MSSP marketplace will yield winners and losers, 
and to delight customers and stand apart from the pack, 
you will need to scale with precision and offer a unique value 
proposition to your target market. 

MSSPs exist to solve customer challenges, but they face 
real internal impediments as well, including too many alerts, 
a shortage of analyst personnel, lack of integrated systems 
and an overreliance on manual processes – all of which strain 
the efficiency of an effective SOC. Add to this the unique 
challenges of discrete customer environments and multiple 
homegrown systems that a typical MSSP must navigate, and 
the complexity can become unwieldy. 

This paper will guide MSSPs through the central tenets of 
building and sustaining a mutually beneficial relationship 
with customers, which will, in turn, dramatically amplify 
their business – all made possible by the power of security 
orchestration, automation and response (SOAR) technology.

70% of organizations plan to outsource 

 security to an MSSP or an MSP 

 during the next 12 months

https://twitter.com/anton_chuvakin/status/1113936169484447744?s=20
https://www.kaspersky.com/blog/it-security-economics-2020-part-4/
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Introduction to SOAR
MSSPs ((which for the purpose of this paper also includes 
managed detection and response (MDR) providers)) are 
engaged in a constant struggle to ensure their existing 
security team keeps up with growing customer  
expectations amid an ever-expanding digital footprint  
and collection of security tools to monitor.

SOAR platforms can help service providers under pressure 
by ingesting aggregated alerts and indicators of compromise 
(IOCs) from detection sources and then automating the 
execution of process-driven playbooks to enrich and  
respond to these incidents. These playbooks coordinate 
across tools and technologies, security teams, and external 
users for centralized data visibility and action – for both 
security analysts and customers. 

More than three-fourths (76%) of respondents say the 
COVID-19 pandemic has played a role in their actions to 
increase SecOps automation or is expected to in the near 
future, the Siemplify State of Remote Security Operations 
survey reprot found. Meanwhile, 37% have prepared new 
automated playbooks to respond to emerging, remote-
specific threats.

Naturally, SOAR platforms have matured and evolved over 
time, but generally every available SOAR on the market 
provides three basic capabilities:

Alert Ingestion

The ability to consume alerts from one or more (preferably 
more) detection technologies. The most common technology 
that SOAR solutions connect to is SIEM, but really any 
detection technology is fair game. Other technologies that 
SOAR commonly ingests alerts from include EDR, NDR,  

anti-phishing, DLP and CASBs. To succeed with SOAR, you 
should feed it with the highest possible alert fidelity, so just 
because you are implementing a SOAR solution does not 
mean you should not invest in event correlation quality. 

Coordination of Tools

The ability to integrate (via native APIs) with a broad range 
of third-party tools used by security professionals to 
programmatically invoke functionality. The idea, of course, 
is to replace “swivel-chair” integration and constant console 
switching that plague security operations teams.

Workflows

The ability to define and build the workflows (commonly 
referred to as playbooks or runbooks) that security teams 
need to execute when triaging, investigating and responding 
to alerts. Naturally, a SOAR platform incorporates the various 
tools that it orchestrates into these workflows, and strives to 
automate as many of the tasks as possible.

But with over a dozen SOAR solutions to choose from, and 
given that by now most offerings cover “the basics,” zeroing in 
on the right questions to ask for a more through due diligence 
checklist to leverage when choosing a SOAR vendor.

But first, let’s think about SOAR technology in the context of 
axioms of business. Here are four tried-and-true business 
principles for outshining competitors and ensuring reciprocal 
and lasting relationships with customers – all of which can be 
better achieved with SOAR.

76% say the COVID-19 pandemic has  

 played a role in their actions to  

 increase SecOps automation

https://www.siemplify.co/blog/how-playbooks-can-drive-consistent-and-repeatable-investigations-in-the-soc-video/
https://www.siemplify.co/resources/the-state-of-remote-security-operations-survey/
https://www.siemplify.co/resources/the-state-of-remote-security-operations-survey/
https://www.siemplify.co/resources/top-security-playbooks/
https://www.siemplify.co/blog/10-must-ask-questions-when-choosing-a-soar-solution-in-2021/
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Tenet #1:
Process and Consistency
Imagine if you walked into your job, and the way you went 
about your tasks changed every day.  The requirements 
and deliverables of your work remained the same, but you 
regularly took different routes to reach the same goal. At 
first, this might make sense, as you are refining your methods 
to obtain the optimal result. But eventually, if you failed to 
stick with a primary way of doing things, you’d drive yourself 
to the brink of insanity.

A lack of structure may seem enticing for some, but without 
any rhyme or reason, the uniqueness of a given day would 
get old quickly. The large majority of employees crave 
stability, reliability and efficiency. Similarly, customers have 
expectations of consistency of the businesses they buy from. 
Global management consultancy McKinsey & Co. recently 
performed a customer-experience survey of approximately 
27,000 American consumers across 14 different industries. 
Among the findings, consistency is directly correlated with 
satisfaction:

SOAR lends consistency to MSSPs in two major ways. For one, 
it outfits SecOps professionals, from entry-level to seasoned 
and everything in between, with the same predictability to 
facilitate the complete alert handling ecosystem. Analysts, 
engineers and managers can work together to define the flow 
of activities associated with a specific security issue and 
subsequent investigation, response and remediation. The 
goal is to build a consistent set of activities followed in every 
case, no matter who is assigned the case.

The other way SOAR offers consistency is by imparting 
wisdom to the SOC team – both present and future. Playbooks 
help team members be more precise and cut down on 
mistakes, while also preserving historical knowledge in case 
there is turnover in a highly competitive industry like security. 

(The hope, of course, is that employee departure can be 
avoided by analysts feeling more inspired and cognitively 
challenged in their jobs, which, coincidentally is another 
ancillary benefit of SOAR because it helps to eliminate the 
need for humans to perform repetitive and mundane tasks 
and frees them up to work on more cognitively inspiring 
tasks.)

Tenet #2:
Speed and Efficiency
This next business principle fits tightly with the drive for more 
uniformity across the MSSP’s work: Speed and efficiency.  
Think about how you feel nowadays when you send a 
customer service email – or direct message – and then don’t 
hear back for several hours. As recently as a few years ago, 
you may not have paid the delay a second thought. However, 
in the always-on environment that is today, customers 
expect an immediate response given how easy prolific instant 
communication is. 

The desire for speed and efficiency is driving innovation 
across all aspects of business. In the lens of the SOC, these 
characteristics mean that MSSPs can solve menial tasks 
faster so they are freed up to do the type of creative work that 
will help them outpace their rivals, namely helping customers 
respond to the more complex threats, close vulnerabilities 
and become more resilient in general. 

SOAR, in particular, accelerates the enrichment process to 
provide the rapid context necessary to triage the barrage of 
alerts hitting an MSSP operating a multi-tenant environment. 
Context is vital for triggering the correct response from 
an MSSP in any given scenario. This includes being able to 
quickly know which assets are at risk from a given threat, 
as well as the urgency in alerting the client (“Should I wake 
the CEO up in the middle of the night, or can it wait till 
tomorrow?”) 

The fact is that consistency on the most common 

customer journeys is an important predictor of 

overall customer experience and loyalty. Banks, for 

example, saw an exceptionally strong correlation 

between consistency on key customer journeys and 

overall performance in customer experience. And 

when we sent an undercover-shopping team to visit 

50 bank branches and contact 50 bank call centers, 

the analysis was confirmed: for lower-performing 

banks, the variability in experience was much higher 

among a typical bank’s branches than it was among 

different banks themselves. Large banks typically 

faced the greatest challenge.

McKinsey & Company

https://www.mckinsey.com/industries/retail/our-insights/the-three-cs-of-customer-satisfaction-consistency-consistency-consistency
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Ideally, the SOAR you use is able to group alerts by type, 
especially critical when dealing with multiple customer 
environments. Such a grouping capability also facilitates 
de-duplication, which in turn reduces noise caused by alerts. 
This decluttering of the environment helps the MSSP operate 
with more clarity and accuracy.

And speaking of multi-tenancy, SOAR can allow you to keep 
full data separation among tenants, across every module in 
the platform including user permissions, dashboard metrics, 
reports, business intelligence, playbooks, integrations, 
service-level agreements and case management. 

Speed and efficiency also mean the ability for MSSPs to 
bidirectionally communicate quickly with their clients, 
especially if an incident is unfolding. A customer that is 
able to more expeditiously be involved in the detection and 
response process is granted greater transparency. More on 
that in the next tenet.

Tenet #3:
Collaboration and Transparency
Given the amount of personal data most consumers  
routinely hand over to organizations without hesitation (or 
knowledge for that matter), it was just a matter of time  
before transparency became directly correlated with 
customer loyalty in business. Companies that knowingly 
mishandle sensitive data – either clumsily or otherwise 
– face an ignominious fate. While transparency in often 
most thought of these days in the context of how private 
information is managed, it extends to other aspects of 
business as well, such a desire for full insight into how a 
product is made or what values a brand stands for, as this 
Entrepreneur article shows:

As it relates to an MSSP, transparency involves how involved 
customers are in the provisioning of security services, 
specifically around the decision making required during the 
incident lifecycle. With very few companies unable to build 
their SOC entirely in house, virtually all organizations are 
operating “hybrid” SOCs in some capacity. Not only are clients 
yearning for greater visibility into their expanding network, 
depending on their in-house maturity level, more and more 
want to be hands-on in regard to active threats to better 
understand why they are being escalated, how they are being 
remediated, and so on. This is a positive trend because for 
MSSPs like yours to experience success, clients also need to 
buy in to shared objective of a positive outcome.

Customers today are hyper-skeptical of the brands and companies they buy from, and this analysis can make or break 

a company’s profitability. When your customers — whether that be people or other businesses — are placing your 

company under a microscope, oftentimes they’re looking for cues as to how trustworthy and real your brand is. Gone 

are the days where commercial advertising can sell a company on its own, and because of this, companies must invest 

time in integrating transparency into every aspect of their presence. This is becoming even more important in a B2B 

setting where frequently it’s a team of decision-makers that dictate a brand’s success. Being transparent adds to a 

company’s brand value in these situations, and a lack thereof can ultimately prove damaging to the brand’s reputation.

Austin Mac Nab (Entrepreneur.com)

“Not only are clients yearning for greater visibility 

into their expanding network ... more and more want 

to be hands-on.”

https://www.entrepreneur.com/article/373674
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According to Gartner, “Using (an MSSP) is not the same as 
shifting responsibility for your security to somebody else. It 
involves integrating with an external security monitoring and 
system management paradigm, often using the provider’s 
standardized processes.”

SOAR technology makes this desire for symbiosis a clean and 
seamless experience by, for example, taking conversations 
around a threat out of their traditional format – generally, 
email – and into the modern day via an interface designed for 
the type of back and forths that characterize the incident 
investigation lifecycle.

Openness during the process will, among other things, allow 
customers to better verify that their investment in their MSSP 
is paying off.

As Expel.io shared in its Transparent Managed Security 
Handbook: “CISOs shouldn’t spend energy wrestling with 
products and massaging alerts… they should pick their tech 
and then spend their time making decisions, and managing 
risks. draw a straight line from the money you’re spending to 
the value you’re getting.”

Indeed (and circling back to our music theme), as the New 
York hip hop duo Rob Base and DJ E-Z Rockt crooned in 1988, 
“it takes two to make a thing go right.”

Tenet #4:
Alignment to Success Metrics
Everything this paper has addressed comes together in 
the final tenet: Aligning with your client’s biggest success 
measures. 

Global spending on cybersecurity products and services 
is expected to reach $1.75 trillion cumulatively for the five-
year period from 2021 to 2025, according to Cybersecurity 
Ventures. The figures reflect, in part, the dramatic need for 
security that the COVID-19 pandemic has wrought.

With figures that staggeringly high, it is no wonder that 
discussion around security has moved from the server 
room to the C-suite. CEOs and board members fully realize 
the importance of building resilient systems, protecting 
sensitive data and mitigating the impact that a breach or 
ransomware attack can cause. The consequences of a data-
loss or ransomware incident are highly consequential to an 
organization, from customer churn to productivity loss to 
compliance and legal fees. 

Between the amount being spent and the amount that can be 
lost, security is at its core an ROI issue, needing calculation 
based on questions such as:

• What is the likelihood and financial impact of a 
successful cyberattack?

• How much is a company spending on security?

• How much is a company benefiting from security?

MSSPs that think about their services in the context of their 
clients’ ROI will discover that SOAR allows for shorter time 
windows during which investigations are open because SOC 
teams are able to speed up their ability to assess risk, validate 
cases, remove the threat and remediate the issue. 

Wrapping Up:
How to Measure Success  
With SOAR
Now that you are fully aware about how SOAR can help you 
accomplish these four fundamental tenets of business, you 
may want to learn more about the technology. SOAR can help 
you differentiate from your competitors, reach new markets 
and grow revenue through the creation of new services, and 
improve customer retention by keeping customers engaged 
and coming back for more.

As mentioned earlier, given the popularity of SOAR, many 
vendors are claiming to offer a comparable solution. But 
there is a wide difference between proven vendors and ones 
just trying to fill a perceived gap in their product portfolio.

With a strong focus on MSSPs, only Siemplify provides the 
multi-tenancy, remote connectivity and flexible customer 
reporting that help MSSPs create operational efficiency and 
differentiated offerings that drive both top- and bottom-
line growth. Specifically, the Siemplify Security Operations 
Platform offers:

• Flexible integrations that work with customers’  
existing ecosystems:  
Leverage pre-built integrations to easily orchestrate 
hundreds of tools your  customers have invested in 
without overextending your staff.  

• Custom, automated process workflows:  
Create proprietary playbooks that are specific to your 
customers’ organizations. Automate everything from 
case enrichment to response  without requiring experts 
on staff to support everything.

https://blogs.gartner.com/anton-chuvakin/2018/01/30/our-updated-mssp-and-mdr-guidance-publishes/
https://docecity.com/the-transparent-managed-security-handbook.html
https://cybersecurityventures.com/
https://cybersecurityventures.com/
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• A deeper level of security incident response:  
Coordinate response to a crisis across the customers’ 
organization. Enable collaboration with stakeholders 
outside of the security team (legal, PR, senior 
executives).  

• Operationalized threat intelligence: 
 Leverage SOAR plus an integrated threat intelligence 
platform (TIP) to mature customers from a detection to a 
prevention model. Kill more false positives and validate 
intelligence.  

• Collaboration and information sharing:  
Provide customers with 24x7 visibility into status and 
decision-making, real-time SOC metrics and KPIs that 
are specific to your needs, and the ability to collaborate 
with your analysts on any case.  

• Insights into security operations:  
Automate delivery of full-fledged business intelligence 
reporting and insights to your customers.

For more information on how 
Siemplify can help, visit 

siemplify.co/getstarted

http://siemplify.co/getstarted

