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Introduction 

Ransomware is a malware class and an attacker 
methodology involving the encryption of files on 
a device, disabling the files and rendering systems 
which rely on them unusable. The attack perpetrator 
then demands payment of ransom to unencrypt.

 
Over the years, consumer-level anti-virus spoofing products have given  
way to enterprise malware targeting the public and private sectors, with 
novel propagation techniques, advanced encryption and sophisticated 
infiltration pathways.
 
In 2021, ransomware is estimated to be a $14 billion industry. As malicious 
actors have climbed confident in their abilities, ransomware demands have 
grown to millions, tens of millions, and as high as $70 million demanded 
by one brazen actor who targeted the customers of the Kaseya managed 
services provider. 
 
Extortion of ransom fees is often coupled with threats to publish  
confidential data, or to auction private data to the highest bidder on the  
open market. Some malicious actors do not even liberate their victims even 
after being paid. Tactics like destroying data and disrupting operations 
following payment are not uncommon.
 
Recent ransomware attacks on hospital systems disrupted devices used 
to monitor vital signs in Oregon and Las Vegas and closed New York trauma 
centers to ambulances. The Colonial Pipeline attack in May 2021 led to 
shortages of gasoline and aircraft fuel. The consequences of ransomware 
attacks, therefore, go beyond economic impact to threaten human life.
 
In this e-book, we review modern ransomware and its meaning to defenders 
and responders; explore prevention and detection opportunities; and, 
suggest resources for further education into this topic, via references to 
NIST and other sources. 

Origins and Context
Thirty-two years after the first ransomware attack – a 1989 incident which targeted AIDS researchers, according to Becker’s 
Hospital Review – the health care industry remains a top target for ransomware, along with county and municipal networks. 
Manufacturing, energy generation, energy distribution, banking and finance, entertainment, technology companies, and 
virtually all other industries have experienced widely publicized, significant ransomware incidents. While ransomware has 
remained a major cybersecurity threat since 2005, it became dramatically more pervasive in 2020 and 2021.

The first known ransomware attack was initiated in 1989 by Joseph Popp, an AIDS researcher, 
who snail-mailed 20,000 floppy disks to AIDS researchers spanning more than 90 countries. 
His correspondence claimed that the disks contained a program which analyzed, through 
the use of a questionnaire, an individual’s risk of acquiring AIDS. However, the disk also 
contained a malware program that initially lay dormant in the computer. It was activated after 
the computer was turned on 90 times, displaying a ransom note on the screen demanding 
between $189 and $378 for a “software lease.” This ransomware attack became known as the 
AIDS Trojan, or the PC Cyborg, and served as an ominous harbinger of things to come.

PC CYBORG (AIDS) Trojan Advisory

PC CYBORG advisory from 1989. Screenshot originally taken from Security Focus.

https://www.techrepublic.com/article/kaseya-obtains-universal-decryptor-key-for-recent-revil-ransomware-attacks/
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Evolution
While the first ransomware attack was rudimentary and reportedly flawed, it nonetheless set the stage for the evolution of 
today’s sophisticated attacks.

Early ransomware developers often wrote their own encryption code. Today’s attackers increasingly rely on off-the-shelf 
libraries that are significantly harder to crack, and employ more sophisticated methods of delivery such as spear-phishing 
campaigns, rather than the traditional phishing email blasts, which are frequently filtered out by email spam filters.

Formerly an attacker would write a new and novel package of attack code and execute multiple attacks with it by themselves. 
Now an attacker might write a package of attack code – or a specialized component of an attack campaign – and then sell it to 
multiple other attackers, possibly adversaries who are technically incapable of authoring attack code themselves. This group 
of criminals then executes attacks on significantly more victims than the one-attacker-to-one-victim dynamic previously 
commonplace.

Some advanced attackers have developed 
toolkits that can be downloaded and 
deployed by attackers with weaker technical 
skills. Other leading cybercriminals are 
monetizing ransomware by offering 
ransomware-as-a-service programs, 
which led to the rise of well-known variants 
like CryptoLocker, CryptoWall, Locky, and 
TeslaCrypt. CryptoWall alone has generated 
more than $320 million in revenue.

This type of cybercrime was uncommon 
until the mid-2000s, when attacks began 
utilizing more sophisticated and tougher-to-
crack encryption algorithms such as RSA. 
Popular during this time were Gpcode, TROJ.
RANSOM.A, Archiveus, Krotten, Cryzip and 
MayArchive. In 2011, a ransomware worm 
emerged that imitated the Windows product 
activation notice, making it more difficult for 
users to tell the difference between genuine 
notifications and threats.

By 2015, multiple variants affecting multiple 
platforms were wreaking havoc on users 
around the world. They were further enabled 
by the rise of bitcoin, which by then had 
become the go-to currency for attackers as 
it allowed them to extort vast sums of money 
from targeted organizations and do so 
anonymously and agnostic of the traditional 
banking system, making the money trail 
virtually impossible to trace.

The destructiveness of ransomware 
ratcheted up considerably toward the  
end of the decade when two “cryptoworms” 
– WannaCry and Petya/NotPetya – took 
advantage of a Microsoft vulnerability 
dubbed “EternalBlue” to spread across the 
world and impact countless companies.  
(It also underscored the need of basic 
patching practices.)

Percentage distribution of ransomware, 2015-2016  Image originally appeared on SecureList. 

(https://digitalguardian.com/blog/history-ransomware-attacks-biggest-and-worst-ransomware-attacks-all-time)

“Today’s” ransomware tools were built using the 
profits from “yesterdays” attacks. Consider how 
much how in BTC ransomware groups received in 
2015-2020. This period BTC went from a couple 
thousand to tens of thousands. They made billions, 
and likely sitting on billions more.

Jeremiah Grossman 
@jeremiahg

Recent High-Profile Attacks 
2020 and 2021 (aided by a surge in incidents due to the COVID-19 pandemic) delivered many high-profile ransomware attacks, 
delivered many high-profile ransomware attacks, most notably Colonial Pipeline and the meat processing giant JBS. Just 
six ransomware groups are responsible for breaching the cybersecurity defenses of 292 organizations. These criminal 
organizations have so far taken in more than $45 million in ransom dollars from their attacks, many by exploiting the same 
vulnerabilities. Security Researcher Allan Liska recently issued a rallying cry to industry peers in hopes of assembling the 
most complete list of vulnerabilities that ransomware groups are currently using to establish initial access against their 
victims. His call to action led to this collection of flaws:

I could use your (yes you) help. I am trying to compile a list of 
vulnerabilities ransomware groups (or their access brokers) use 
to gain initial access. Excepting Kaseya, are there any others I 
am missing from this list? Remember, this is initial access only.

Allan “Ransomware Sommelier” Liska 
@uuallan

courtesy of
@pancak3lullz

• CVE-2021-22983
• CVE-2020-8260
• CVE-2020-8243
• CVE-2019-11539
• CVE-2019-11510

• CVE-2020-8196
• CVE-2020-8195
• CVE-2019-19781
• CVE-2019-11634

• CVE-2021-34523
• CVE-2021-34473
• CVE-2021-31207
• CVE-2021-26855

• CVE-2020-12812
• CVE-2019-5591
• CVE-2018-13379

• CVE-2021-20016
• CVE-2020-5135
• CVE-2019-7481

• CVE-2021-22986
• CVE-2020-5902

• CVE-2020-2021
• CVE-2019-1579

• CVE-2021-28799
• CVE-2020-36198

• CVE-2020-12271 • CVE-2019-0604

• CVE-2019-0708
• CVE-2020-1472
• CVE-2021-31166
• CVE-2021-36942

• CVE-2017-0199
• CVE-2017-11882
• CVE-2021-40444

• CVE-2021-26084

• CVE-2021-21985

• CVE-2021-40539

• CVE-2021-27101
• CVE-2021-27104
• CVE-2021-27102
• CVE-2021-27103

• CVE-2021-38647

• CVE-2021-20655

Pulse 
SecureVPN Citrix Microsoft 

Exchange Fortinet SonicWall

F5 Palo Alto QNAP Sophos SharePoint

Microsoft 
Windows

Microsoft 
Office

Atlassian

vCenter

Zoho Corp.

Accellion

Microsoft 
Azure

FileZen

https://digitalguardian.com/blog/history-ransomware-attacks-biggest-and-worst-ransomware-attacks-all-time
https://twitter.com/jeremiahg/status/1392466058414465032?s=20
https://illinois.touro.edu/news/the-10-biggest-ransomware-attacks-of-2021.php
https://twitter.com/uuallan/status/1436852174621925376
https://twitter.com/pancak3lullz
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How Ransomware is Different

Ransomware is a direct availability attack

Ransomware is a direct availability attack, not a low-and-slow confidentiality attack.

Many security programs perform poorly against ransomware because it is not the threat they were designed to counter. 
Corporate security operations centers (SOCs) are typically designed to rebuff theft of IP and PII, and typical IT resilience 
efforts aren’t designed to deal with destructive malware taking out critical backend systems from the inside. 

Stealing information living in corporate and government databases was formerly the primary threat to organizations with 
SOCs. However, bad actors found the time it took to take the stolen data and monetize it to be cumbersome. They were used to 
having to infiltrate the network, find the data, package it up and export it through some egress method. They then had to fence 
the stolen goods on the black market. On top of this, the market for some of this data has become saturated over the past 
decade.

Ransomware is fundamentally driven by different economics than other types of attacks which have been more common over 
the last 20 years, such as OPM, Target, Home Depot and other confidentiality-oriented breaches garnering headlines. In other 
words, on the attacker side the objective is no longer to (a) break in (b) unearth the commercially valuable data, (c) take that 
data out of the victim’s network, (d) sell that data on the black market… Now it’s (a) break in, (b) detonate, (c) profit.  

What a good SOC can do is help architect a ransomware prevention and mitigation approach, while getting the right detections 
in place that can spot initial access, reconnaissance and lateral movement in the network, and staging activities for the 
attacks. But once ransomware is detonated, you really need endpoint detection and response (EDR) and other tools to get back 
in, regain control and guide the recovery. 

Ransomware is a Complex DR/BCP event 

Ransomware is a complex disaster recovery/business continuity plan (DR/BCP) event, not just another incident.

It’s critical to understand that ransomware can be more of an intricate DR/BCP event than a typical smash-and-grab – or even 
a sophisticated confidentiality attack. For the reasons mentioned in the ‘Backup’ section below, a major ransomware incident 
can disable mission-critical IT infrastructure, including some IT and security tools. For example, certain critical servers in 
Active Directory, finance and accounting, HR, CRM and others are often dismantled during a ransomware attack. 

Initial Access: Client Side, Server Side, Hybrid, Worm and Cloud
In a typical corporate LAN, ransomware must breach an endpoint or server to gain a foothold for lateral movement  
and further spread across the network. Broadly speaking, it has five ways to do this: client-side, server-side, hybrid,  
worm-based, and cloud.

Client: Compromising an endpoint client machine via email attachments; web attacks on a client via browser-based 
mechanisms, such as Flash and drive-by downloads; or malicious code executed upon insertion of a USB drive.

Server: Exploiting a server from the internet via operating system or software vulnerabilities 

Hybrid: Client infected and replicates to server via things like the Server Message Block (SMB). 

Worm: Self replicating, no manual intervention needed, high consequenceS within minutes, e.g. WannaCry and NotPetya 
(2017). Some have debated whether WannaCry and NotPetya technically constitute ransomware considering they acted 
more as nukeware (destroying a network) than ransomware (making money via an availability attack). They are included 
in this category in this paper since some of the features built into these worms, for example the lateral movement 
techniques, can apply to non-worm ransomware as well. 

Cloud: Attacks that compromise cloud environments, cloud-hosted applications, cloud-hosted servers, and the identity 
plane of cloud environments; disrupt access to cloud assets for administration; or disable services that the cloud 
environment provides.

One well-known ransomware attack exploiting the cloud attack vector was Code Spaces, a now-defunct company that offered 
developers source code repositories and project management services using Git or Subversion. 

An organization’s ransomware threat surface is not limited to physical assets and corporate network-type environments. The 
attacker methodology of disabling availability to a resource for extortion payments has been observed and continues to be an 
ongoing threat. A notable example of this is the 2014 attack on Code Spaces, which ultimately doomed its market presence. 

In this case the attacker had no need to gain remote network access, laterally move through the network and eventually 
execute client-side attack code. The attackers simply gained root-level identity and access management (IAM) credentials to 
the AWS instance used by Code Spaces to operate its client production environment. With this account control, the attackers 
disabled backups and service replication, then obstructed Code Spaces customers’ access to their tenants. Unhappy 
customers, no access to administer the production customer environment, no more Code Spaces as a company.

Ex
pl

oi
t

Data

Egress

Source: https://securosis.com/blog/research-revisited-the-data-breach-triangle

https://securosis.com/blog/research-revisited-the-data-breach-triangle
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Metrics and Economic Data of Attacks
Understanding the importance of prioritizing resilience against ransomware attacks becomes clear when considering some  
of the financial impact surrounding them.

The website https://ransomwhe.re/ is an open-source clearinghouse for self-reported ransomware payments made, and 
holds a log some of $92 million in payments at the time of this writing. This seems to be a significant under-reporting of global 
ransomware payments, but includes many details on the data that is represented. 

Source: Victim self-reported data from - https://ransomwhe.re

14,000,000

Total payments (USD)
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10,000,000
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Conti REvil/Sodinokibi DarkSide RagnarLocker MountLocker Egregor Netwalker 
(Mailto)

Bitpaymer/ 
DoppelPaymer

Qlocker MedusaLocker

Meanwhile, the National Institute of Standards and Technology (NIST) has published 20 cybersecurity stats, with insights into 
how ransomware is affecting the mission-critical manufacturing sector.
  
Metrics aren’t just for marketing slicks. They are important to the creation, management and ongoing maturation of a security 
program as well, including some of the most technical aspects of SecOps teams.

By now we know that ransomware is mostly an integrity/availability attack, and that means downtime. What kind of downtime 
is tolerable to non-CISO executives? 

What does it mean to ‘recover’ from a ransomware attack and how do you continue operations while recovering? This varies 
from organization to organization, but patterns emerge:  “How long do we have?” is a consistent question the SOC needs to be 
able to ask and answer, as a coordinating function with the business to properly prioritize recovery efforts. 

Incident Lifecycle
The incident response lifecycle is nicely captured in the SANS diagram below. All phases of the incident lifecycle are 
significantly different for ransomware than for other types of incidents. In this section, we focus on a few phases that offer 
opportunities for prevention, detection and mitigation of ransomware.

Preparation - Identification - Containment - Eradication - Recovery - Lessons Learned (PICERL)

Preparation

• People
• Notes
• Relationships
• Policies

• Procedures
• Coms Plan
• Tools 

• Mgt Tng
• Training
• Jump Bag

Identification

• Awareness
• Need to Know
• Unusual Processes
• Unusual Security Evts
• Alert Early

• Used OOB Comms
• News Accts / Privs
• Primary IR Handler
• Passive monitoring
• Odd Sch Tasks

• Unusual Files
• Analyze Logs
• Chain of Custody

Containment

• Stop Bleeding
• Categorize
• Notify Mgt
• Remove LAN Cbi
• Memory Captures
• Chg Pswds
• Short-term

• Criticality
• Asgn Primary IRH
• FW/IDS Filters
• Adjacent Host Logs
• Kill Backdoors
• Back-up
• Sensitivity

• Low Profile
• ISP Coord
• Patch Exploited Vuln(s)
• Long-term
• Infected Vlan
• Forensic Images

Eradication

• Del Artifacts
• Apply All Patches
• Balck Hole IP’s
• Root Cause
• AddI FW / IDS Filters

• Seek Other Host 
Footholds

• Restore Back-up
• Chg DNS Name
• Wipe/ /Format/Rebuild

• Remove Malware
• Rescan Network

Recovery

• Return to Ops
• Monitor (signs /shells / 

artifacts /events)
• Test / DocBaseline

• Move to Production 
(Approval) 
 

• Script search for 
attacker artifacts

Lessons Learned

• Document Incident
• All affected parties 

review / comment  
on draft

• Finalizing Report
• Seek Required Changes

• Immediately upon 
Recovery Phase

• Provide Exec Summary
• Seek Funding
• Assign to on-Scene IRH

• Reach Report 
Consensus

• Address Process not 
people

• Update Procedures

Source: sans.org - https://www.sans.org/media/score/504-incident-response-cycle.pdf

https://ransomwhe.re/
https://ransomwhe.re
https://www.sans.org/media/score/504-incident-response-cycle.pdf
https://www.sans.org/media/score/504-incident-response-cycle.pdf
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Preparation
During preparation — the most important phase of 
incident response — you should take the following actions:

• Compile your response game plan.

• Build your ransomware response team.

• Delineate responsibilities during an incident .

• Define the response procedures.

• Assemble and test the response tools.

• Run a tabletop exercise to verify the 
effectiveness of plans and tools.

Participants in these activities should refer to NIST 
800-184, a comprehensive guide to cybersecurity event 
recovery, including examples of metrics and playbooks: 

A tabletop exercise (TTX) is a security incident 
preparedness activity, taking participants through the 
process of dealing with a simulated incident scenario and 
providing hands-on training for participants that can then 
highlight flaws in incident response planning.

The Center for Internet Security offers a free set of 
cybersecurity tabletop scenarios for exercising incident 
response (IR) and disaster recovery/business continuity 
events (DR/BCP). Scenario six in the document linked 
below involves ransomware and a flood (the watery kind). 

Taking the literal flood off the table, it’s bad enough to deal with a flood of malware in your data center and on your LAN 
endpoints. There are some insightful questions in the document that are relevant to some of the impacts of ransomware 
and flooding, such as the notion that many of your server-side applications may be impacted by either event, and that 
ransomware can quickly become a disaster recovery/business continuity event, given lateral movement from an initial 
point of compromise, either on the endpoints or the server-side. 

Below is a simple real-world relevant scenario that is a common ransomware event: Client-side attack that jumps  
to the server side and halts critical business processes: 

It is Monday morning, and an accounts payable employee clicks on an attachment containing an invoice from what appears 
to be an authentic accounts payable invoice from  
a legitimate accounting payee business partner. 

The attachment turns out to be a ransomware mal-doc, which infects the local machine on the accounts payable client 
machine, and then uses the SMB file-sharing mechanism to copy itself to the accounting server. The accounting server 
also happened to host a payroll application.

Not the kind of way you wanted the week to start. 

Payroll is due Wednesday. Today is Monday. Hundreds of employee livelihoods depend on a timely payroll event in two days. 
The exercise at hand is not a prevention exercise at this point.  Attackers have a toe hold in your network, and the malware 
has laterally moved within the corporation to infect other servers, so you shift to DFIR mode.

Now what?

Backups as Preparation for the Eradication/Recovery Phases
 
Unlike a normal IT backup scenario, ransomware is a DR/BCP event that involves potentially deliberate targeting of the backup 
media, applications and related components that allow you to recover your files, snapshots and other critical data. That means 
that backups are critical preparation for the eradication and recovery phases of handling a ransomware incident.

Most IT shops struggle to maintain basic backups capable of supporting restoration in the event of IT failures or faults such 
as disk crashes or rack power failures. At a larger scale, some are implementing resilience in multiple regions with automated 
failovers in certain cases. This can get quite complex and sophisticated — up to and including randomly shutting off certain 
services — to test different failure scenarios. (see: Chaos Monkey)

With the meteoric growth of ransomware, backup strategies now account for malice, in addition to IT faults. This is because 
some ransomware actors hunt for and disable the backup applications and encrypt the backup media (either directly or just  
by encrypting the server OS), without which an affected organization cannot recover from the more conventional elements  
of the attack. 

All this means that you must understand where your IT backup process protects against fault and where (if anywhere) it 
protects against malice. For the malice case, assume that the bad actors have full domain admin on your network and then 
think through ransomware recovery scenarios.

Important actions to take include:

• Ensure that the DR/BCP team understands and documents what files, folders, snapshots, and configurations  
are backed up, and where to. While a single copy might suffice for certain localized IT faults, it likely will not  
for malicious targeting by ransomware. You must maintain a secondary copy offline. 

• Determine what dependencies exist between your recovery strategy and the tactical implementation of  
restoring from backups. For example, be sure you know the scale and scope of the backups; bandwidth  
between the recovery site and the backups; and, what applications, credentials, keys and directory 
authentication are necessary for a full restoration in the presence of malicious actors running throughout  
your network in “ubergod” mode.

• Consider that in the scenario above, critical backups would include anything related to the accounting and  
payroll functions, including any dependencies that would preclude a restoration of function after a simple 
restore of the server OS that hosts the accounting and payroll applications. This could include database configs, 
the data itself  and lists of any connections to third parties that are required to operate these functions, such 
as authenticated connections to HR and external vendor lists that reside elsewhere. These would have to be 
reconnected after a local restoration, for example. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf
https://www.cisecurity.org/wp-content/uploads/2018/10/Six-tabletop-exercises-FINAL.pdf
https://netflix.github.io/chaosmonkey/
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Incident Handling and Communication Flows 
The SOC needs to be prepared to communicate with the people who own business-critical processes (payroll, logistics, 
customer support etc) to answer:

What hit us? 

What kind of ransomware is this? How do we identify the malware and group that operates this malware? One place to get 
help would be an industry ISAC of similar organizations. Another would be Crypto Sheriff of the No More Ransom Project. 
Uploading a file or screenshot can also help identify the malware, including whether there is a known decryptor available from 
the community.  

When did it happen? 

What do you know about the timeline of this incident? What kind of logs or alerts can you gather that can point you to the 
origin of the incident, and what kind of timeline can you establish related to the ransom demands in this case? This is critical to 
understanding how much time there is on the clock. In some cases, for example, a user or even several users may be affected, 
and nobody reported the incident to the security team. This is obviously a case where a user might have reinstalled a machine 
by themselves (many users have full admin on their machines), and the underlying flaw is not fixed, so the same attack will 
work at a later date. 

TIP

No More Ransom

A useful resource for response 
teams is the public/private initiative 
“No More Ransom Project” website 
created by the National High Tech 
Crime Unit of the Netherlands police, 
Europol’s European Cybercrime 
Centre, Kaspersky Lab and McAfee 
with the goal to help victims of 
ransomware retrieve their encrypted 
data without having to pay the 
criminals. No More Ransom may 
assist victims with identifying 
decryption keys and the malware used 
in attacking the ransomware victim.

How do technical artifacts — aka the type of ransomware or number of 
laptops /desktops affected — tie in to overall biz impact? 

Many organizations have not yet performed a business impact analysis 
(BIA) as a part of your overall disaster recovery/BCP planning. A quick 
BIA would involve outlining business functions (such as accounting and 
payroll, internally, or a consumer-facing website externally), with SLAs 
and impacts related to degradation or disruption of these services. For 
example, a website that enables national flower deliveries would be 
highly impacted by degraded or disrupted services the week leading up 
to Mother’s Day or Valentine’s Day. These are critical times that generate 
a large percentage of their annual revenue. Ransomware operators and 
DDoS operators are aware of this, and sometimes launch attacks specific 
to an industry’s sensitive operations at the most inopportune times on 
the calendar, to exact maximum impact and leverage. 

As part of the preparation phase of the incident, a BIA would be helpful, 
but many organizations have to do this on the fly after a ransomware 
attack, and the NOC and applications/SRE teams (not the SOC) would 
likely be the main points of contact for assessing impact of the incident. 

While the SOC does a lot of technical hands-on work on any given 
day, one of the most important aspects of preparing for, responding 
to and mitigating a ransomware attack is high-quality, bidirectional 
communications. This requires practice, templates, workflows and the 
right documentation to use in an emergency. 

For example, create templates for the following:

A. Incident summary: Source, resources affected, codename and status.
B. Incident details: Timeline of confirmation, confidence rating, log of preliminary actions  

(For example: When and how the first reporter noticed something suspicious, what they quarantined,  
and how they confirmed the ransomware attack type).

C. Document affected devices: Files affected, owners, revert status.

Recovery and Back to Normal
As the initial shock of the ransomware attack wears off and a weary realization that many stakeholders in the company now 
need to be involved (including PR for crisis communications and legal, especially for insurance purposes and if a ransom 
negotiation is being considered), the SOC’s job will continue to focus on the technical aspects of the incident and getting the 
business back on its feet.

(For the record, the FBI says it “does not support paying a ransom in response to a ransomware attack. Paying a ransom 
doesn’t guarantee you or your organization will get any data back. It also encourages perpetrators to target more victims and 
offers an incentive for others to get involved in this type of illegal activity.”)

The SOC will need to:

• Stop the spread, triage damage, hunt for ‘tricks’ like vaccine or killswitch.

• Isolate and “claw back” emails on servers and block hashes and domains.

• Turn to phones for internal emergency communication.

• Work with IR tools and anti-malware to quarantine machines.

• Grab RAM (Don’t pave over locked machines yet!)

• Identify if the attack is “nukeware” or ransomware (validate decryption outcome).

• Verify backup health and amount, and access to backup media.

• Estimate time to restoration per system.  

• Work with DR/BCP as part of the IR plan involving bulk hardware redistribution or reprovisioning.  

• Understand priorities for restoration (i.e. people, process and technology).

• Build a schedule for significant time in recovery (days/weeks).  

LOOK AFTER YOUR MENTAL AND PHYSICAL HEALTH

One of the most neglected aspects 
of incident response (even in 
confidentiality attacks) is lack 
of preparation for extended, 
stressful work marathons. 
 During a ransomware response, 
the SOC team and its extended 
family in IT and the larger business 
must proactively manage basic 
human needs, including managing 
expectations from work and family, 
sleep schedules (where are people 
working from when everyone is 
activated?), and even food and 
water breaks.

TIP

https://www.nomoreransom.org/crypto-sheriff.php?lang=en
https://www.nomoreransom.org/en/index.html
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware#:~:text=The%20FBI%20does%20not%20support,this%20type%20of%20illegal%20activity.
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SOAR and Ransomware
The process of deploying a security orchestration, automation and response (SOAR) platform can be thought of as an investment in speed and accuracy of 
SecOps, generally, and incident response, specifically. 

It is the repeatability and lack of human error in manual operations that allows SOAR, when properly implemented, to be  an asset to ransomware response, 
due to ransomware’s potentially catastrophic consequences. Defense against ransomware is an excellent use case for SOAR given the impact of failing to 
prevent the malware from executing and spreading over the network. 

The greatest danger posed by ransomware is rapid, destructive lateral movement. The 
automation component of SOAR  can be effective against that in a way that human-driven 
response cannot.

While deploying SOAR against ransomware can be disruptive (for example, if there are 
automated actions that suspend accounts or disable certain network paths) 
it will likely be far less disruptive than allowing the ransomware to lock 
up the server farm and the backup media. The solution is to test and 
validate, and deploy with proper processes.

Here’s an example of how a SOAR versus a ransomware scenario  
would play out:

Lateral movement: Windows logs detect multiple 7045 logs,  
where ‘PSEXEC’ is in the log:

“A service was installed.”

• Service start type: Operation of trigger that starts the service (demand start)

• Service account: Executing account (LocalSystem)

• Service type: Type of the service to be executed (user mode service)

• Service Name: Name displayed in the service list (PSEXESVC)

• Service File Name: Service executable file (%SystemRoot%\PSEXESVC.exe) 

https://jpcertcc.github.io/ToolAnalysisResultSheet/details/PsExec.htm 

NotPetya had several lateral movement 
capabilities, one of them was PSEXEC. 

SOAR detects that PSEXECSVC is moving 
files across the network at a rate higher 
than the threshold set in the platform. 
 
This means that it’s unlikely that these 
actions were taken by a human, and this 
signal should invoke an action of some sort:

SOAR can connect to an EDR system to 
isolate the boxes and perform initial triage, 
potentially banning a given executable 
by hash on the entire corporate fleet of 
endpoints and servers.

Based on conditional responses configured in the platform, SOAR immediately blocks certain rates, protocols, and other  
metadata for endpoint and network (especially east-west) traffic. These sorts of tie-ins to the network stack allow for restricting 
the bad actor to expand their foothold on the network and endpoints. It is also non-destructive, meaning a false positive would be 
disruptive but not following a rollback of the network device change after an “all-clear” is given. You can download a ransomware 
playbook template here.

Source: Siemplify Top Security Playbooks

Prevention, Mitigation  
and Detection
Turning toward technical and procedural aspects, blue team approaches to addressing ransomware include preventing it from 
happening in advance of an incident, mitigating the impact of an active compromise as it progresses toward a full compromise 
and detecting an incident in progress before full compromise (aka the entire LAN is encrypted).

Prevention 
Practice scenarios based on NIST recommendations can be helpful to illuminate gaps in skills, tools and processes when 
preventing ransomware landing in your inboxes and on your endpoints/servers.

Read and reference NIST’s special publication on how to recover from a cybersecurity event: 
This document can also help frame preparation for ransomware events. It’s available for free 
here as SP 800-184, and includes ransomware-specific guidance.  

Prioritize mail and message hygiene: Email is the main threat vector for client-side attacks, 
and filtering email attachments and links can go a long way to reducing the number of 
dangerous items in users’ inboxes. Eventually something could get through the filters, and 
some of those will get clicked on, but reducing the volume of items, along with sound and 
creatively-presented employee awareness training, can significantly reduce the number of 
items that 1) get to the inboxes and 2) get clicked on. Some specific items in email security 
can include filtering attachment types. After all, do people really need to receive email 
attachments with executables and scripts?

Block spoofed emails: These may impersonate an insider or a trusted vendor, as this is a major 
social engineering aspect of phishing via email.

Use isolation technology like sandboxing, virtualized apps and thin clients: Some high- 
threat users (VIPs, IT admins and security researchers, for example) should be provisioned 
with virtual browsers that are based in the cloud and enable risk-free browsing in terms of any 
malware downloads or browser-drive by attacks operating in the browser. These tools are not 
connected to the operating system of the user and are separated from their client machine, 
allowing them to go to sites that they should not otherwise visit. 

Treat your IT and security tools as objects of interest to attackers: These tools can be 
weaponized against you. Identify critical IT and security tools that can be leveraged by a threat 
actor to distribute malware in your organization, by impersonating a tool admin or stealing 
a credential to an important service account for a corporate-approved tool. How would this 
happen? What can you do to prevent, mitigate and detect such a compromise? 

https://jpcertcc.github.io/ToolAnalysisResultSheet/details/PsExec.htm
https://us-cert.cisa.gov/ncas/alerts/TA17-181A
https://www.siemplify.co/resources/top-security-playbooks/
https://www.siemplify.co/resources/top-security-playbooks-download/
https://csrc.nist.gov/publications/detail/sp/800-184/final
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Consider this graphic from John Lambert, a distinguished engineer at Microsoft, which shows how an attacker can take your 
defensive tools and use them against you: 

Beware the Attack Surface of InfoSec by @JohnLaTwC
Traditional defenders see security controls as solving infosec problems.

Attackers see security controls as an attack graph of points of compromise. 
See both.

Anti-Virus

“Catch malware 
downloaded by users“

“SYSTEM level code 
scanning untrusted 

input on every host— 
helloo taviso!“

Asset 
Management

“Know what you got 
and patch it!“

“A dictionary of what’s on 
the network and a way to 

run code on them!“

Access 
Control

“Least Privilege“

“ACLs tell me exactly 
which users to target. 
Who needs malware 

when you can use 
legitimate access?“

Vulnerability 
Scanning

“Find weakness before 
attackers do“

“A scanning account 
with admin rights on 

every important host“

Identity 
Management

“Individual accountability“

“A piggy bank of legit credentials.  
Helllloooo mimikatz!“

Business Continuity 
Management

“Enable quick 
restoration of services“

“A backup account 
with admin rights on 
every critical host“

Compliance

“Ensure a consistent 
security baseline“

“Run script with 
elevated rights on 

every system“

Mitigation (Reducing Blast Radius)
Unlike prevention, mitigation deals with the notion that operating a business, nonprofit or government agency is inherently 
risky since you need to enable your users and IT admins to effectively do their job. 

Any security program that is 100% prevention-oriented is doomed to fail. Mitigation involves reducing the impact of a security 
incident after something in the prevention stack failed. Prevention, mitigation and detection — together — help create the best 
environment for a productive workforce while enabling incident response to fight fewer fires and less often. This approach 
also reduces the impact of each incident due to mitigation and early detection.

An example of mitigation in a ransomware context is proper segmentation of sensitive credentials, as well as segmentation of 
the network, and hardening of endpoints to a secure configuration and patch level. 

Identity and network segmentation are critical aspects of mitigating the “blast radius” of a given attack on a network. If 
someone gains initial access on a laptop or server, they will  
look for ways to capture privileged identities and use those to login to areas of the network where the initial user accounts 
could not go, without further use of malware. This is known as “living off the land.”

Combined, identity and network segmentation help reduce the amount of access expansion an initial compromise can give the 
attacker. For example, if local admin accounts are the same on all clients, an attacker who has the local admin credential from 
their initial access compromised laptop can then pivot to using that credential on all the other clients, as a sort of skeleton key 
to clients on the network.

For this reason, Microsoft has released a free tool called Local Administrator Password Security, or LAPS, and it works 
with Active Directory and a client-side extension to make each local admin account unique. This reduces the ease of lateral 
movement using the stolen local admin credential. 

https://twitter.com/search?q=%40JohnLaTwC&src=typed_query
https://www.microsoft.com/en-us/download/details.aspx?id=46899


17The Blueprint of Modern Security Operations 18 The Blueprint of Modern Security Operations

Other items of interest can include proactive and reactive controls which, in combination, make attacker activities more 
difficult and noisier, resulting in earlier detection and ability to reach back to the hosts and perform investigation and 
mitigation of the compromise from becoming a larger breach (both in terms of data theft and encrypting disks). 

• Hardened hosts are important in terms of configuration management and patching. Configuration management 
can include using group policy objects (GPOs) or other systems management tools which can create and maintain 
an image with specific configurations on the OS, apps, and networking stack, including deprecating older 
protocols such as SMBv1.

• Patching vulnerable operating systems and applications, including browsers, media players and the ubiquitous 
spreadsheet/document/presentation software on endpoints is also critical. Servers can be used for hardening 
since they are generally less ‘general purpose’ than clients, and so you can tell more about their specific role, what 
they need to talk to on the network, and other elements that are harder to nail down on the clients. 

• Host security controls like MDR/ EDR/ XDR allow your security team to monitor suspicious activity on clients and 
servers,  as well as immediately reach back and triage the initial compromise and assess the malicious actions on 
the network via understanding everything that happened on the endpoints, including use of otherwise legitimate 
credentials and IT tools like PSExec, that are often used for lateral movement past the initial compromise. 

• Network anomaly detection is helpful to understand noisy or anomalous internal network activity, as well as 
activity relating to command-and-control (C2) callouts and other attacker infrastructure on the internet. DNS 
logs can be particularly useful to locate malicious domains communicating with network assets and help mitigate 
further communications once detected. 

Detection (Pre-Encryption)
An example of early detection would be immediate alerting of an infected host so that the activities of a ransomware operator 
are addressed early in the incident lifecycle, before they capture privileged credentials and move to encrypt endpoints and 
servers.  

Detecting an infected host can be accomplished in several ways, as shown in the following graphic, also created by  
Microsoft’s John Lambert.

Detection Ideas by @JohnLaTwC
How can you corner an attacker?

Off-the-shelf malware

Malware signatures, IOCs, 
file reputation, tool artifacts

Custom malware

Rare executions of processes,
DLLS, or scripts, unsigned code. 

Tool marks, inconsistencies 
 compared to similar prevalent files

Abuse of legitimate 
tools, processes, or 

services

Context mismatches: 
Use from unfamiliar locations or 

accounts, impossible travel, 
unusual pre/post activities. 

Anomalous cohort analysis. Legit 
but little used admin techniques

• If the attacker changes their approach, do I have a way to respond?
• Do I have the data and signal to detect and investigate?
• Can I shape my detection and prevention approach to push them to more favored defender ground for me? 

As discussed in the above graphic, there are several ways to discover malware or abuse of IT tools by an attacker. Unsigned 
binaries can also be a source of malware. But it should be noted that some major vendors still don’t sign every piece of 
software they distribute.

Ironically, the lack of popularity of the binary is itself a potential indicator of a malicious tool, although some low-popularity 
tools or locally developed code may be a false positive. Unsigned binaries can also be a source of malware, though some major 
vendors still don’t sign every piece of software they distribute. File reputation is usually something an EDR or NGAV vendor can 
provide in near real time once a binary lands on disk.

DNS intelligence for blocking and tracking: The majority of generic top-level domains (gTLDs) that exist have limited valid 
need to interact with the majority of businesses.  Reduce which country code TLDs, gTLDs need not operate within the 
organization via DNS, and consider blocking entirely risky TLDs which have a lot of attack infrastructure, from malware 
distribution sites to C2. Explore threat intelligence related to your sector and company. You also might see some of this 
activity  in your logs. Newly seen domains and rare domains are also a potential source of malicious network activity. 

https://twitter.com/search?q=%40JohnLaTwC&src=typed_query
http://www.iana.org/domains/root/db
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Opportunities for Mitigation (Pre-Encryption)
As a strong example, Microsoft takes a three-phase approach 
to ransomware. Phase 1 focuses on recoverability with secure 
backups that will withstand direct tampering (as discussed 
in previous sections). Phase 2 focuses on limiting the scope 
of the damage caused by ransomware attacks. And Phase 
3 involves making things more difficult for the attacker as it 
relates to remote access, email and account hardening. 

Phase 2 is the most important aspect for ransomware: 
Assume breach and mitigate scope.  This includes network 
and identity segmentation, focusing on protecting secrets 
like local admin credentials and Active Directory (AD) 
credentials. One example is to use the (previously discussed) 
free Microsoft LAPS tool, which uses AD to centrally 
implement unique local administrator passwords on each 
client. This helps with increasing the difficulty of the lateral 
movement, which is made easy by IT inadvertently handing 
the attackers a skeleton key on the LAN. If every local admin 
credential is identical, this makes lateral movement easier, 
once one credential is compromised on one laptop. 

On the domain administrator side of things, Microsoft recommends the use of segmented identities such that the use of highly 
privileged accounts is strictly managed with a strategy to minimize exposure to compromised clients or even servers. For 
example, Microsoft recommends that domain admin credentials be used to only administer the domain dontrollers (or Tier 0 in 
the below diagram), but not Tier 1 (other servers) and definitely not Tier 2 (clients). This is a form of identity protection for the 
thing that attackers love most: privileged credentials. 

The figure below is considered the “LegacyAD Tier Model” since Microsoft is steering its customers toward cloud services such 
as Azure AD and Office 365. The full modern stack is described in the link below, but this ‘legacy’ tier is realistically still relevant 
to many enterprises that rely on AD on prem. 

Conclusion
Ransomware is something the security community will be dealing with for the foreseeable future. There is a lot you can do 
to prevent some of it altogether, but in many cases, there’s a crack the threat actor will slip through. In those cases, early 
detection and response, as well as mitigating the impact of any pre-detonation activity or even post-detonation blast radius, 
will go a long way toward reducing the impact of the ransomware scourge. 

Here are some takeaways from this e-book:

Examine your major threat vectors on the client side, such as email, browser, external median, and file sharing/IM apps. 

Filter email attachments and links using tools that work with your particular on-prem or SaaS email provider. Harden browsers 
using enterprise policies to disable certain content. 

Examine major threat vectors on the server side, such as internet-exposed RDP or SSH ports, SQL and other  
database ports. 

Aggressively scan and patch vulnerabilities on servers and networks devices. Client-side attacks are very common, but do 
not neglect server-side vulnerabilities, including identity-related weaknesses that are commonly exploited with credential 
stuffing/password spraying. 

Examine major threat vectors on the identity side, such as default credentials, weak or reused passwords, and  
credentials in previous breaches that could be replayed against your login portals, VPNs and other places where 
authentication takes place. 

Work with a reputable MFA/SSO vendor to take control over identity sprawl and prioritize identity hardening with an MFA 
app that mitigates the risk of compromised passwords. Use a password manager for IT admins and users so that you can 
reasonably enforce policies relating to strong and unique passwords for each account (sometimes these are two different 
products, one for admins, one for users and for balancing usability/features). 

In the end, will some of your servers or endpoints get encrypted by ransomware? Over a long enough period, the answer is 
probably yes. However, it doesn’t have to be the catastrophic event it would be in the absence of taking basic steps that make 
sense for your network. Any incremental improvements in identity, network and endpoint security, especially when combined, 
will help you get closer to a more resilient posture for dealing with the ransomware threat.

Good luck out there!Tier 0

Tier 1

Tier 2

To explore how 

 
can help you and your security operations team overcome key ransomware response challenges,  

visit  
siemplify.co/get-started

https://docs.microsoft.com/en-us/security/compass/protect-against-ransomware
https://docs.microsoft.com/en-us/security/compass/protect-against-ransomware-phase2
https://www.microsoft.com/en-us/download/details.aspx?id=46899
https://docs.microsoft.com/en-us/security/compass/privileged-access-access-model
http://siemplify.co/get-started
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