
The Remote Security 
Operations Playbook

GUIDE



The Remote Security 
Operations Playbook

With large swaths of the labor force now operating from 
their homes – and the total number of permanent remote 
employees set to double in 2021 – few can dispute that 
COVID-19 has permanently changed the way we work.
Even if workers (due to such legitimate drivers as isolation-
induced stress) transition back to the office, it will likely only 
be a partial reversal thanks to softened policy stances by 
companies and the obvious inability to put the genie of WFH 
convenience back into the bottle. 

So, alert the dog, cat and coffee maker: You are going to be 
home for a while.

This, of course, is all quite apparent to the malicious hacker, 
who recognizes the sudden shift to remote work as an 
opportunity of grand proportions, especially as organizations 

Step-by-Step Use Cases for WFH Threats

have raced to stand up an infrastructure whose default is to 
enable employee productivity. Remote networks present a 
target-rich environment for the bad guys and evil-minded 
insiders, as well as a greater runway to blunder for accidental 
insiders. Organizations needing to overcome this attack 
surface growth must fortify their response plan to address 
threats that are not necessarily novel, but certainly deserve 
increased attention in a remote world – and do it quickly.

Many of the steps involved in the incident response process, 
from alert triaging all the way to post-mortem examinations, 
can be automated (as the below image shows), allowing you 
and your team to delegate copious, mundane and repetitive 
tasks to the power of machine while you all are freed up to 
work on risk-reducing and ROI-generating tasks requiring 
greater human ingenuity.

Automation, through the engine of a security orchestration, 
automation and response (SOAR) platform, can essentially 
accomplish three things:

It is that third bullet we will home in on in this guide, which 
is all about providing you with practical instructions you 
can apply within your organization. The following are four 
high-level, remote-specific (and even pandemic-provoked) 
workflows you can immediately implement into your incident 
response process. Each organization’s internal requirements 
are different, of course, but this will help get you started 
with a tried-and-true method for confronting distributed 
workforce threats.

Ingest security threats data and alerts from different 
sources.

Perform incident analysis and triage using a 
combination of human and machine power.

Define and automate analysis and response procedures 
(aka playbooks).

https://www.weforum.org/agenda/2020/10/permanent-remote-workers-pandemic-coronavirus-covid-19-work-home/


PHISHING
Email-based chicanery was already the most prolific part 
of an attacker’s playbook long before coronavirus became 
a household term. For malicious senders, realistic-looking 
messages designed to hoodwink the unsuspecting and induce 
reckless behavior are a relatively low-cost lift that can yield 
great gains. What makes these grifts so believable is their 
social engineering mechanism, often using news stories or 
popular events (such as tax filings) to exploit the human foible. 
The pandemic has presented the perfect bait, as an unfamiliar 
and anxiety-ridden event can easily inspire bad decisions.
As such, it should be no surprise that one in four Americans 

have received a COVID-related phishing email hawking 
everything from loan scams to miracle cures.

The below workflow involves a new email which has arrived 
in the mailbox within your organization to which suspicious 
messages are forwarded. This generates an alert and a case in 
your SOAR solution. You can see all that can be accomplished 
via automation throughout the lifecycle of this perceived 
threat. (Playbooks are especially valuable for phishing cases 
because they can quickly close false positives, which are 
aplenty when it comes to phishing.)

CLOUD DATA-LOSS PREVENTION
Demand for collaborative platforms immediately surged when 
stay-at-home orders were promulgated. Businesses needing to 
equip their employees with the ability to stay productive turned 
to cloud services, many of which were stood up quickly and 
without proper oversight. The result: A recent survey by Check 
Point determined that misconfigurations are the top threat to 
cloud security, with three-quarters of respondents saying they 
are “very” or “extremely” concerned about cloud security and 
68% naming misconfigurations as their biggest cloud worry. 

Below is a practical workflow for responding to a potential 
cloud data-loss issue, for example when an employee uploads 
sensitive files to their personal Google Drive account. This 
automated process will help you determine the source of the 
threat (insider, external or benign) to help address and conclude 
your investigation.

https://www.prnewswire.com/news-releases/phishing-in-a-pandemic-1-in-4-americans-received-a-covid-19-related-phishing-email-301134037.html
https://www.infosecurity-magazine.com/news/misconfiguration-error-cloud/


A best practice is to adopt the principle of least privilege, which 
means that access for all users should be blocked by default 
and enabled only for the specific accounts that require it. This 
will require more configuration, but it is well worth the added 
security benefits. 

In addition, “Avoiding brute force attacks can simply be a matter 
of changing the company’s online habits, like using stronger 
passwords and not reusing them, or updating easy-to-guess 
URLs,” according to a recent post by NordVPN, a VPN provider. 
“Enforcing user locking after a few unsuccessful password 
attempts may also help to mitigate the attack at an early stage.”

Below is a workflow that will help you automatically identify 
attempted brute force-style attacks (as well as false positives) 
so you can close cases of this nature faster.

MULTIPLE FAILED LOGINS (BRUTE FORCE)
A spike in cloud services usage, plus increasing use of remote 
access services, will naturally result in unusual authentication 
behavior. While consecutive failed login attempts may be by 
nothing more than an inebriated employee working after hours, 
it could be indicative of something much more sinister.

The RDP protocol is a frequent target for credential stuffing 
(involving automated login attempts, largely using stolen 
usernames and passwords – a product of the billions of records 
breached), as well as other brute-force password guessing 
attacks that rely on malicious hacker-generated lists of 
common usernames and password combinations. Meanwhile, 
VPNs, already susceptible to a rise in exploits taking advantage 
of unpatched systems, are also at risk to cybercriminals 
leveraging weak or guessable credentials. 

https://www.techrepublic.com/article/how-to-protect-your-organization-against-brute-force-attacks/


COVID-19 THREAT INTEL OPERATIONALIZATION

Threat intelligence is a vital component of any security 
operation, as it can be used to verify potential threats and 
prevent known bad activity from impacting an organization’s 
environment. Adoption of threat intelligence solutions 
continues to grow rapidly and integrating threat intelligence 
with a SOAR solution can automate the application of this 
additional context security teams require, helping to weed out 
false positives and keep analysts focused on the cases that 
truly require their attention.

Below is a workflow that is unique from the others listed in this 
guide because it is not alert triggered, but instead conveys 
how you can take threat intelligence specific to COVID-19 – be it 
phishing, spam, business email compromise, themed malware, 
malicious websites, malicious social media messaging and 

more – and operationalize it. Unfortunately, crises such as 
COVID-19 brings out the best – and worst – in us, and there 
will be no shortage of pandemic-related threats happening, 
from spam to targeted hacking, waged by everyone from 
script kiddies to nation-state attackers. Using the workflow 
below, you can each day, for example, feed all coronavirus-
specific specific threat indicators into your SOAR solution 
and trigger a playbook that will move malicious URL and 
hashes into your incident response process, setting you up 
to perform everything from automated malware “detonation” 
within a sandbox to human-led threat hunting. In addition, 
operationalized threat intelligence will inform your security 
posture with new attacker tactics, techniques and procedures 
(TTPs) to supplement existing defenses.



CONCLUSION
Security automation, especially as part of a SOAR solution, aims to reduce human intervention when 
conducting security operations. When applied effectively, repetitive, time-consuming actions that would have 
been handled by a security analyst are handled automatically, thereby allowing security analysts to focus on 
other, more valuable tasks, of which there are many in the work-from-home era. Also worth noting: automated 
playbooks introduce predictability, consistency and reliability. SOC analysts, architects and managers 
can work together to define the flow of activities associated with a specific security issue and subsequent 
investigation and response. The goal is to build a consistent set of activities followed in every case, no matter 
who is assigned the case. Check out the resources below to learn more.
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https://www.siemplify.co/security-orchestration-video-tour/
https://www.siemplify.co/community/
https://www.siemplify.co/cloud/

