
The mission of the security operations center has remained largely unchanged since its 
inception as mission control for detecting, containing and remediating cybersecurity 
threats and incidents. But if you were to chart the history of the SOC, which began less 
than a half-century ago, the early days would appear primitive compared to modern 
times. Take a jog down memory lane as we remember 50 years of where security 
operations were, where they are now and where they may be headed.
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THE SOC IS BORN
TThe first generation of SOCs begin popping up in 
the 1970s, coinciding with the emergence of the 
internet, so it is not surprising they initially appear 
in military and government entities, eventually 
extending to other industries (but without 
widespread adoption until the virus and worm 
outbreaks of the early 21st century).

FIGHT FIRE WITH THE FIREWALL
TThe future of security operations is essentially 
assured when the firewall is invented in the late 
1980s to block malicious traffic. The technology 
ushers in a wave of other perimeter-focused 
solutions, including anti-virus and intrusion 
prevention systems. Device monitoring, initially 
performed by a single person with only a 
nenetworking background, becomes the signature 
function of the SOC’s early days.

ARRIVAL OF THE SIEM 
TThe first technology designed for the SOC – 
security information and event management, or 
SIEM – hits the market in the mid 2000s, replacing 
manual log correlation to identify suspicious 
network activity. First finding footing in 
government, military and MSSP environments, the 
SIEM acts by taking a large collection of log data 
anand turning it into actionable information for 
analysts. Early SIEMs, however, are marked by cost 
and complexity challenges.

DETECTION TRUMPS PREVENTION
WWith SIEM deployment now widespread into the early 
2010s, the mission of the SOC expands beyond basic 
monitoring to also include triage and response, 
especially in the face of a rise in financially driven 
organized cybercrime, growing acceptance of 
breaches and an expanding attack surface – all 
spurred on by cloud, mobile and IoT. Compliance, 
hohowever, remains a primary driver for SIEM use.

ATTACKS PROSPER & THE NOISE 
GROWS LOUDER
TThe cybercrime landscape continues to show no 
mercy, which translates into organizations taking 
on more detection tools, sometimes hundreds. 
Next-generation SIEMs emerge to help, but alert 
overload and increasing false positives compel SOC 
analysts, already bogged down by manual analysis 
and response, to spend inordinate amounts of time 
wawading through data or – worse – ignoring a 
meaningful alert entirely.

THE RISE OF SOAR
TTo meet these challenges, security orchestration, 
automation and response (SOAR) joins SIEM as a 
core technology in the SOC. SOAR works together 
with SIEMs and other detection devices to allow for 
centralized analysis and response. SOAR starts 
showing signs of rapid maturity in the late 2010s, 
delivering data gathering, enrichment, case 
mamanagement, playbooks, investigation, crisis 
management, large numbers of integrations and 
more.

PARTNERING UP
BBy the 2020s, with the security skills shortage 
showing no signs of letting up, businesses 
increasingly invest in a “hybrid” model in which they 
partially delegate SOC tasks to an MSSP, allowing 
them to run 24/7 operations and optimize detection 
and response. Sometimes it’s the more 
rudimentary functions that are outsourced, other 
titimes it’s the more advanced responsibilities.

FULL AUTOMATION TAKES HOLD 
Tier 1 SOC personnel all but disappear from 
in-house SOCs thanks to automation. The sheer 
volume of alerts remains too much to overcome, 
but automation, driven by machine learning and 
artificial intelligence, allows defenders to increase 
the tempo and success of basic alert handling in 
ororder to concentrate on higher-order tasks. 
Meanwhile, the SOC becomes the primary hub for 
other security functions, including vulnerability, 
patch and asset management, and next-generation 
SOAR helps unite all of these disciplines.

PEOPLE STILL NEEDED
UUnless robots come to power to destroy mankind, 
the human analyst is never replaced, even as 
sophisticated attack classes appear into the mid 
2020s (and beyond). At the very least, living, 
breathing people are needed to confirm a major 
incident is underway, and diverse and specialized 
human skillsets remain critical for activities like red 
teteaming, threat hunting and other proactive 
measures requiring knowledge of how the bad guys 
think. 


